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Abstract

The Infrastructure of modern society is controlled by
software systems that are vulnerable to attacks. Many such
attacks, launched by ”recreational hackers” have already
led to severe disruptions and significant cost. It, therefore,
is critical that we find ways to protect such systems and to
enable them to continue functioning even after a successful
attack.

This paper describes AWDRAT, a middleware system for
providing survivability to both new and legacy applica-
tions. AWDRAT stands for Architectural-differencing,
Wrappers, Diagnosis, Recovery, Adaptive software, and
Trust-modeling. AWDRAT uses these techniques to gain
visibility into the execution of an application system and to
compare the application’s actual behavior to that which is
expected. In the case of a deviation, AWDRAT conducts
a diagnosis that figures out which computational resources
are likely to have been compromised and then adds these
assessments to its trust-model. The trust model in turn guides
the recovery process, particularly by guiding the system in its
choice among functionally equivalent methods and resources.

AWDRAT has been used on an example application system,
a graphical editor for constructing mission plans. We present
data showing the effectiveness of AWDRAT in detecting a
variety of compromises to the application system.

Overview
To the extent that traditional systems provide for immunity
against attack, they rely either on detecting known patterns
of attack or on detecting statistically anomalous behavior.
Neither of these approaches is satisfactory: The first ap-
proach fails in the face of novel attacks, producing an unac-
ceptably high false negative rate. The second approach con-
founds unusual behavior with illegal behavior; this produces
unacceptably high false positive rates and lacks diagnostic
resolution even when and intrusion is correctly flagged.

In this paper, we present AWDRAT, a middleware system
to which an existing application software may be retrofitted
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and that provides immunity to compromises of the system
by making it appear to be self-aware and capable of ac-
tively checking that its behavior corresponds to that intended
by its designers. “AWDRAT” stands for Architectural-
differencing, Wrappers, Diagnosis, Recovery, Adaptivity
and Trust-modeling; it provides a variety of services that are
normally taken care of in an ad hoc manner in each individ-
ual application, if at all. These services include fault con-
tainment, execution monitoring, diagnosis, recovery from
failure and adaption to variations in the trustworthiness of
the available resources. Software systems tethered within
the AWDRAT environment behave adaptively, and with the
aid of AWDRAT these system regenerate themselves when
attacks cause serious damage.

The AWDRAT Architecture
The AWDRAT architecture is shown in Figure 1. AWDRAT
is provided with models of the intended behavior of the ap-
plications it is intended to protect. These models are based
on a “plan level” decomposition that provides pre- and post-
and invariant conditions for each module. AWDRAT ac-
tively enforces these declarative models of intended behav-
ior using “wrapper” technology. Non-bypassable wrappers
check the model’s conditions at runtime, allowing execution
to proceed only if the observed behavior is consistent with
the model’s constraints. We call this technique “Architec-
tural Differencing”. In the event that unanticipated behavior
is detected, AWDRAT uses Model-Based Diagnosis to de-
termine the possible ways in which the system could have
been compromised so as to produce the observed discrep-
ancy. AWDRAT proceeds to use the results of the diagno-
sis to update a “trust model” indicating the likelihood and
types of compromise that may have been effected to each
computational resource. Finally, AWDRAT helps the appli-
cation recover from failure, using this trust model to guide
its selection of computational techniques (assuming that the
application has more than one method for carrying out its in-
tended tasks) and in its selection of computational resources
to be used in completing the task.

AWDRAT uses its model of an application’s intended be-
havior to recognize the critical data that must be preserved in
case of failure. AWDRAT generates wrappers that dynam-
ically provision backup copies and redundant encodings of
this critical data. During recovery efforts, AWDRAT installs
these backup copies in place of compromised data resources.

Using this combination of technologies, AWDRAT pro-
vides “cognitive immunity” to both intentional and acciden-
tal compromises. An application that runs within the AW-
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