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Abstract

This paper addresses large-scale regression tasks
using a novel combination of greedy input se-
lection and asymmetric cost. Our primary goal
is learning envelope functions suitable for au-
tomated detection of anomalies in future sen-
sor data. We argue that this new approach
can be more effective than traditional techniques,
such as static red-line limits, variance-based error
bars, and general probability density estimation.

Introduction !

This paper explores the combination of a specific fea-
ture selection technique and an asymmetric regression
cost function which appears promising for efficient, in-
cremental data-mining of large multivariate data.

Motivating this work is our primary target appli-
cation of automated detection of novel behavior, such
as spacecraft anomalies, based on expectations learned
by data-mining large data bases of historic perfor-
mance. In common practice, anomaly detection re-
lies heavily on two approaches: limit-checking (check-
ing sensed values against typically-constant, manually-
predetermined “red-line” high and low limits) and
discrepancy-checking (comparing the difference be-
tween predicted values and sensed values). Whereas
red-lines tend to be cheap but imprecise (i.e. missed
alarms), prediction approaches tend to be expensive
and overly precise (i.e. false alarms).

The framework developed in this paper provides
a means to move incrementally from (loose) red-line
quality to (tight) prediction-quality expectation mod-
els, given suitable volumes of representative historic
training data. We independently learn two function

annravimatina 11 +ha haot rirrant acti_
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mates of the high and low input-conditional bounds on
the sensor’s value. In the extreme initial case where the
only input to these functions is a constant bias term,
the learned bounds will simply reflect expected max-
imum and minimum values. As additional input fea-
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tures (e.g. sensors or transforms such as lags or means)
are selected, these limit functions converge inwards.

A key underlying motivation is that a fault typi-
cally manifests in multiple ways over multiple times.
Thus, especially in sensor-rich domains common to
data-mining, some predictive precision can often be
sacrificed to achieve low false alarm rates and efficiency
(e.g. small input/weight sets).

The following section presents a simple formulation
for learning envelopes. The next two selections intro-
duce our feature selection method and asymmetric cost

function, respectively. We then present performance
on a waanm'H NASA examnle,
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Bounds Estimation
We define the bounds estimation problem as follows:

Definition 1 (Bounds estimation) Given a set of
patterns P, each specifying values for inputs z1, ..., 24
and target y generated from the true underlying func-
tion y = f(z1,...2p) + &, learn high and low ap-
prozimete bounds yr = fr(zi,..,x1) ond yg =
Fa(z1, ..., zn), such that yr <y < yu generally holds
for each pattern, according to given cost functions.

Weallowany 1 <1 <d, 1 <h<d,d>1,D >0,
making explicit both our expectation that some criti-
cal inputs of the generator may be completely missing
from our patterns and our expectation that some pat-
tern inputs may be irrelevant or useful in determining
only one of the bounds. 2 We also make the standard
assumption that the inputs are noiseless whereas the
target has Gaussian noise defined by e.

To simplify discussion, we will usually discuss learn-
ing only high bounds yg; the low bounds case is es-
sentially symmetric An alarm occurs when output y H
is below the target y, and a non-alarm occurs when
yg > y. We will call these alarm and non-alarm pat-
terns, denoted by sets P, and P, respectively, where

= |P| = |Pal| + |Pnl.

?*We assume z; is a constant bias input of 1 which is
always provided. For meaningful comparisons, other in-
puts with effective weight of zero are not counted in these
dimensionality numbers D,d,h, and L.
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This paper focusses on linear regression to perform
bounds estimation, both for simplicity and because our
larger work stresses heuristics for identifying promising
explicit nonlinear input features, such as product terms
(e.g. (SM91)). Nevertheless, the concepts discussed
here should be useful for nonlinear regression as well.

Let X be a A -row by d-column matrix 3 of (sensor)
inputs where each column represents a garticula,r input
z; and the p-th row is a row-vector X specifying the
values of each input for pattern p. Similarly, let Z be a
N-row by z-column design matriz, where each column
i represents a particular basis function * g;(z, ..., z4)
and each row is the corresponding row-vector Z(® . For
each function approximation, such as fy, there is a
corresponding design matrix Zgy of zp columns and

containing row-vectors ZH(P) Let wyg represent a z-
row column-vector of weights and ygy represent a V-
row column-vector of outputs such that ypy = Zgwyg,
and similarly for others (i.e. for fz, and fyr).

The simplest and perhaps most popular way to es-
timate bounds is to use variance-based error bars.
This requires estimating the input-conditional means
ym = fm(@r,.m) (1 < m < d) and the input-

conditional Vanances o 'T“hp bounds for each nat-
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tern can then be computed as yy = Yy + k*xo
and yr = yum — k * o, with k=2 yielding 95% confi-
dence intervals under ideal statistical conditions. Stan-
dard linear regression via singular value decomposi-
tion (SVD) can find least-squared estimates ypg =
Zpniwpyp and variance can be estimated as follows

(Bis95): A = ol + £ 5, cp Zo1 ™ (Zps )" and
(02)(;,) = % + ZSZ)A‘l(ZSf,}))T, where 3 reflects intrin-

sic noise and « is a small factor ensuring the Hessian
A is positive definite.

However, as the following artificial examples will il-
lustrate, estimating y; and yg by estimating yas using
all d inputs and standard sum of squares cost functions
is problematic for large high-dimensional data sets.

Artificial Example

For simple illustration, we will discuss our techniques
in terms of the following simple example. We gener-
ated '=100 patterns for d = 10 inputs: bias input
21 = 1 and 9 other inputs zs,..., 210 randomly from
[0,1]. As in all later examples, we normalized each col-
umn of Zyy (except the first (bias) column) to have
mean 0 and variance 1. First consider the case where
Zyg =Xy — 1 g/where no feature selection is used.

Tiomvae 1 qrimmarizaan avhrmnla roglt @ine QUD on
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all inputs. Note that this can yield significant weight

*We use the convention of upper-case bold (X)) for ma-
trices, lower-case bold (x) for column-vectors, and normal

(z) for scalars and other variables. We use X to refer to
the r-th row-vector of X.

“By convention, g1 is the constant bias input z; = 1.
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to irrelevant terms (e.g. z11), when attempting to fit
nonlinear terms (e.g. z3 * z5) in the target. 5

RUN: Pn==1,Pa=1Rn=2,Ra=2,d=10,N=100,SVD.fit,useAlllnputs
target = 5 + x4 4+ 2*x7 + x9 4 x3*x5
RESULT = 5*x1+40.076*x2-+0.081*x3+1%x4+0.06*x5-0.012*x6+
2%x7-4-0.028%x8+1.1*x9-0.024*x10-0.11*x11
non-alarms: 47, errori min=0.02, mean=0.85, max=2.4
alarms: 53, error: min=-2, mean=-0.75, max=-0.048

Figure 1: No feature selection.

Feature Selection

We are concerned with regression tasks for which the
potential design matrix dimensionality is typically in
the hundreds or more, due to large numbers of raw sen-
sors and basis function transforms (e.g. time-lagged
values and time-windowed mins and maxs). Despite
the relative cheapness of linear regression, its complex-
ity is still quadratic in the number of input features
O(N * 2%). Therefore, we desire a design matrix Z
much smaller than the potential size, and even much
smaller than the input matrix X of raw sensors. Stan-
dard dimensionality-reduction methods, such as princi-
pal component analysis, are often insufficient. Sensors
are often too expensive to be redundant in all contexts.

Whereas constructive methods are often used to in-
crementally add hidden units to neural networks (e.g.
(FL90)) similar attention to incremental selection of
inputs per se is relatively rare. The statistical method
of forward subset selection (Orr96) is one option. How-
ever, efficient formulations are based on orthogonal
least squares, which is incompatible with the asym-
metric cost function we will soon present.

Instead, we adopt the greedy methods for incremen-
tal hidden unit addition to the problem of input selec-
tion. Since input units have no incoming weights to
train, this amounts to using the same score function as
those methods, without the need for any optimization.
The basic idea is that each iteration selects the candi-
date unit (or basis function, in our case) U whose out-
puts u covary the most with the current error residuals
e. Falhman (FL90) proposed using the standard co-
variance definition, to give a simple sum over patterns,
with mean error € and mean (hidden) unit output a:
S1=|3 P (e —&)(u” — @)|. Kwok recently pro-
posed a normalized refinement (KY94) S2 = %ﬁ'
Like Kwok, we have found score S2 to work somewhat

‘better than S1. We note that Kwok’s score is very sim-

ilar to that of forward subset selecgion based on orthog-
T

onal least squares: 83_(_—]1%‘111—)_ where the # terms

represent outputs of U made orthogonal to the exist-

ing columns in the current design mairix. Although

Kwok did not note this relation, it appears that 52’s

scoring via covariance with the error residual provides

essentially the same sort of orthogonality.

5For SVD fits, we report “alarm” statistics as if yg=yar,
to illustrate the degree of error symmetry. Actual alarms
would be based on error bars.



We start with a small design matrix Zps that con-
tains at least the bias term (g;), plus any arbitrary ba-
sis functions suggested by knowledge engineers (none
for examples in this paper). At each iteration round,
we compute the column-vector of current error resid-
uals e = ypg — y for all patterns and add to Zy; the
input U with the highest 52 score.

Artificial Example Using Feature Selection

The result of our feature selection method on our ar-
tificial example is summarized in Figure 2. Note that
while the most relevant inputs are properly selected
first, the nonlinear term in the target causes zs to be
selected — even though its resulting weight does not
(and cannot, using linear estimation alone) reflect the
true significance of 3.

RUN: Pn=1,Pa=1,Rn=2,Ra=2,d=10,N=100,SVD.fit
target = 5 4 x4 + 2*%x7 + x9 + x3*x5
— Selection cycle 1: avg train err=7.9, alarms=47, non=53:
fit = 5%x1
validation errors: avg err=7.35503, alarms=51, non=49:
gcores: X7:67 x4:32 x9:25 x11:8.6 x5:4.3 x3:4.0 x8:1.1 x10:0.8
— Selection cycle 2: avg train err=3.3, alarms=>51, non=49:
fit = 5*x1+2.2%x7
validation errors: avg err=2.8254, alarms=53, non=47:
scores: x2:53 x4:42 x3:5.1 x11:2.5 x8:2.4 x10:2.0 x5:1,9 x6:1.1
— Selection cycle 3: avg train err=2, alarms=>57, non=43:
fit = 5%x1+4+2.1%x7+1.2%x9
validation errors: avg err=1.70093, alarms=50, non=>50:
scores: x4:67 x8:3.9 x2:2.8 x3:2.2 x6:2.0 x1:1.3 x11:0.9 x5:0.3
— Selection cycle 4: avg train err=1, alarms=>55, non=45:
fit = 5*x1+4+2%x7T+1.1%x9+1%x4
validation errors: avg err=0.975131, alarms==51, non=49:
scores: x3:3.4 x11:2.9 x5:1.3 x2:0.8 x1:0.6 x9:0.5 x6:0.1 x4:0.06
— Selection cycle 5: avg train err=1, alarms=55, non=45:
fit = 5%*x1+2%x7+1.1%x9--1%x4+0.092*x3
validation errors: avg err=0.956103, alarms=51, non=49:
scores: x5:2.2 x11:1.9 %9:0.7 x1:0.7 x6:0.7 x2:0.6 x3:0.3 x7:0.3
— Selection cycle 6: avg train err=1, alarms==53, non=47:
fit = 5%*x14-2%x7+1.1%x9+1%x4+-0.093*x3+4-0.054%x5
validation errors: avg err=0.965555, alarms=>51, non=49:
STOP: validation error worse ... retract last cyclet

Figure 2: Feature selection: nonlinear target
Error bars for a=1.0e-20 and 3=10; target in bold.

Asymmetric Cost Function

Probability density estimation (PDE) approaches
(e.g.  (WS95)) are more general than error bars
(e.g. (NWI5)).
pensive, in terms of both computation and amounts
of training data required to properly estimate the
input-conditional probabilities across the entire out-
put range. For example, consider learning worst and
best case complexity bounds for quicksort (i.e. O(N?)
and Q(NIgN)). The variances between the expected
case and the worst and best cases are not symmetric,
making error bars inappropriate. Whereas PDE would
learn more than is required for the bounds estimation
task per se.

Our basic intuition is that the cost function should
discourage outputs below (above) the target for learn-
ing high (low) bounds. To do this, we split the task
of bounds estimation into two independent regressions
over the same set of patterns P — one to learn the
expected high bound fy and one to learn the expected
low bound fr. Figure 3 defines respective asymmetric
cost functions for errors Ey and Ej, over P.

R . R .
eg= PHn(yH _y)RHn ifyg 2y ep= PLn('-'/L —y) Ly ifyr, <v
Ph vy —v) Ha ifyg <y Pr,vp, —v) La ifyp >y

1 _ 1 _ 1
Egy =7 ZPE? ems Blg| =7 zpep leghBL = 37 ZPEP er»

Figure 3: Asymmetric high/low cost functions.
Parameters:Py,, Pu,., Pr,, Pr.>0; Ru,, Ru, ,Rr,, Rr,2>1.

We can favor non-alarms (i.e. looseness) over alarms
(incorrectness) by making P, > Py,. This is analo-
gous to the use of nonstandard loss functions to per-
form risk minimization in classification tasks (Bis95).

The special symmetric case of Py, = Py, =P, =
P;,=1 and Ry, =Ry,=Ri,=R;,=2 gives standard
least-squares regression. Thus, in the limit of suffi-
cient inputs and training patterns, both bounds can

converge to the standard means estimation (i.e. far).
Efficient Training

Our asymmetric cost function is incompatible with
standard linear regression methods based on SVD. In-
stead, we batch optimization via Newton’s method
(Bis95): wyg(t) = wig(t — 1) — A~'g for each epoch
t, where g is the z-row vector gradient of elements

‘S—E—@ and A is the z x z Hessian matrix of elements
For each pattern p € P: yg = Y .; WiZ,

ZH(") = [z1,--, 25| 7, and wi = [wi, ey w;]7.

For our specific cost function Ey, the elements of the
gradient at each epoch can be computed by averaging
over alarm and non-alarm patterns, as follows :

B -
Wlf = ﬁ[ Py, R, Xpep, Ve — leHﬂ 12 -
Py, Ra, ¥,ep, lum — y|FH 1]

With e, = |yg — y| for each pattern p,

the elements of A are partial derivatives of g:

$E1 = L[ Py, Ry, T,ep, [(Bu e, o 20z]+

Sw;idw;
Rpy2,.,.
Py, Ry, ZPE'PE[(RH;U% H22i75]]

For Ry, = Ru, = 2, A simplifies to: sif;s% =
P[P, 2%l + P 6P, #i%5]:

We start with initial weights w(0) given by SVD.
Those initial weights are particularly useful for learn-
ing tighter low bounds with Pg, =0, where initial zero
weights would immediately satisfy our asymmetric cost
function. We run Newton until convergence (i.e. all el-
ements in gradient g near zero) or 100 epochs reached
(rare even for large multi-dimensional data).
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Spot-Checking for R and P Parameters

Instead of attempting to find optimal values for R,P
parameters, we currently spot-check generally use-
ful combinations, such as: Rp, € {1,2}, Ry, €
{2,10,20}, Py, € {1,0.1,.01,.001, 1e-5, 1e-10, le-15},
Py, € {1,1000}. We train to obtain weight vectors for
each combination and then select the weights giving
smallest cost (using common set of reference parame-
ters, such as Ry, = 2,Ry, = 2, Py, = 0.0001, Py, =
1) on validation data. For large data sets, training first
with various R and P on small random subsets often
quickly identifies good values for the whole set.

Feature Selection With Asymmetric Cost

Our earlier definition of feature selection score S2 as-
sumed a symmetric cost function. We want to prefer
features likely to reduce the most costly errors, while
still measuring covariance with respect to the true er-
ror residuals e = yy — y, not the asymmetric errors.
This leads to our following weighted form of S2:

g9 = E\gn| Epe”Pn (e®Pu)? Blatal ZPGPG. (ePul)?

Bigi Y ,ep, W®)? C Eg 3 p, (u®)?
Eiftal = 7 2opeP, e8] Blaral = 37 L,ep, len

Artificial Example Using Asymmetric Cost

Figure 4 summarizes results using both selection and
asymmetric cost, for the best spot-checked R,P values.
The high bound here is much tighter than in Figure 2.

RUN: Pn=0.01,Pa=1,Rn=2,Ra=2,d=10,N=100,HI.bound
target = 5 + x4 + 2*x7 + x9 + x3%x5
— Selection cycle 1: avg train err=0.34, alarms=5, non=95:
fit = 9.6%*x1
validation errors: avg err=0.352449, alarms=3, non=97:
scores: x7:134 x9:49 x4:48 x11:11 x3:3.8 x6:3.3 x8:2.1 x2:2.0
— Selection cycle 2: avg train err=0.15, alarms=5, non=95:
fit = 7.8%x1+2.2%x7
validation errors: avg err=0.145489, alarms=>5, non=295:
scores: x9:77 x4:63 x8:7.6 x3:5.1 x10:3.8 x6:3.0 x11:3.0 x5:1.2
— 8Selection cycle 3: avg train err=0.093, alarms=5, non=95:
fit =7, 2*x1+2 5%x7+1.2%x9
validation errors: avg err=0.138962, alarms=>5, non=55:
scores: x4:79 x7:16 x2:5.4 x8:4.6 x3:2.1 x6:0.7 x11:0.6 x1:0.3
— Selection cycle 4: avg train err=0.038, alarms=9, non=91:
fit = 6.6%x1+1.9%x7+1.1*x9+41%*x4
validation errors: avg err==0.0541614, alarms=5, non=85:
scores: x1:4.8 x11:2.2 x7:1.7 x9:1.7 x6:0.9 x4:0.8 x2:0.5 x10:0.4
— Selection cycle 5: avg train err=0.037, alarms=10, non=080:
fit = 6.5%x141.9*x7+1*x9+1%x4-0.14%x11
validation errors: avg err=0.0549278, alarms=7, non==93:
n error worse vetract lagt t‘vr-lel

1 errer werge |, retiract 1agt cycl

s €

Figure 4: Feature selection and asymmetric cost.

Real-World Example: TOPEX

Figure 5 summarizes learning a high bound for high-

dimensional time-series data. This data set consists
~F 100N enersacive nattarne nf 56 cananre of the NASA
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TOPEX spacecraft. This result was obtained for the
predictive target being the value of z19 in the next
pattern and with cost parameters Py, =1e-15, Py, =1,
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Ry =2, Ry,=10. The first selected non-bias input
was, quite reasonably, the target sensor itself. Note
that the weight of the bias (21) tends to drop as ad-
ditional features are selected to take over its early role
in minimizing the alarm error.

— Selection cycle 1: avg train err==8.4e-15, alarms=7, non=992:

fit = 2.6%x1

scores: x19:2020 x51:560 x43:541 x56:468 x47:435 x41:384 x42:293
— Selection cycle 2: avg train err=6.5e-15, alarms=1, non=998:

fit = 2.3%x1+0.16%x19

scores: x19:2995 x43:585 x51:578 x56:500 x47:449 x41:409 x42:322
— Selection cycle 3: avg train err=>5.9e-15, alarms=1, non=998:

fit = 2.2%x14-0.2*%x194-0.028%x43

scores: x19:2006 x51:511 x43:491 x56:476 x47:375 x41:337 x17:281
—- Selection cycle 4: avg train err=3.9e-15, alarms=1, non=998:

fit = 1.8*x14-0.31*x194-0.075%x43-0.22*x51

scores: x19:2139 x56:236 x17:198 x52:104 x55:77 x23:72 x45:61
— Selection cycie 5: avg train err=3.9e-15, alarms=1, non=998:

fit = 1.8*x1+4-0.31*x19+40.075%x43-0.22%*x51+0.00029*x56

scores: x19:2133 x56:234 x17:198 x52:106 x55:77 x23:71 x45:61
— Selection cycle 6: avg train err=5.8e-08, alarms=12, non=987:

fit = 1.4%x1+4-0.33*x194-0.053%x434-0.076*x514-0.12*x56-0.011*x17
STOP: err getting worse ... retract last cycle!

Figure 5: TOPEX example.

Conclusion

This framework supports an anytime approach to
large-scale incremental regression tasks.  Highly-
asymmetric cost can allow useful bounds even when
only a small subset of the relevant features have yet
been identified. Incorporating feature-construction
(e.g. (SM91)) is one key direction for future work.
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