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Abstract also referred to here as an LD component—is redd8&re
We describe methods to score alerts—hypothesestabou dimensionally to indicate its status outside of Bte Lab
suspected impending threat events that are istased on proper (as the technology under test).

incrementally presented, time-stamped evidenc@rédhe
events occur. Our threat events (and thus aldwsie F_

significant object-oriented structure. The aledoring

methods exploit related methods to score precigiecall, Dataset [ ]

and F-value for structured threat hypotheses wherh s Generation

evidence is processed by threat detection techizslag a l

batch, forensic mode. We present a (deemed-inmipadct

idealized approach and derivative practical vasanThe Ground | " Hypothesis |  Threat
implemented approach is part of a performance atialu Truth Scoring Hypotheses
laboratory (PE Lab) that we have applied during wtim

year, multi-contractor Government research program.

Figure 1: PE Lab schematic

Introduction Synthetic dataset generation creates evidence tssed
Schrag and Takikawa (2006) describe methods toescor challenge LD and (synthetic) ground truth useddaorisig
structured hypotheses from threat detection teciyied LD’s hypotheses. LD processes evidence to hypathes
that fuse evidence from massive data streams. eThes threat phenomena. Generation uses simulation ritye

methods generalize count-based metrics (precisems|l, discrete, stochastic event patterns that also mnéded to
F-value, area under curve) traditional in inforroati LD. Hypothesis scoring compares technologies’ outp
retrieval to accommodate partial matching overcstned hypotheses to ground truth.

case hypothesis objects with weighted attributéhey

also include cost-based metrics that use countdbesaes . .
to pro-rate specified per-case costs of false-pesitF+) Counter-terrorism Threat Domain
and false-negative (F-) threat reporting. Threstection
technologies may process evidence in either b&iobnsic
mode to tender threat event hypotheses retrospictor

in incremental, warning mode to tender threat event
hypotheses prospectively (as alerts). This paprrses on
the cost-based metrics used to score alerts.

Our scoring methods are implemented in a performanc
evaluation laboratory (PE Lab) for threat detection
technologies that also includes a massively parnizet
dataset generator to support systematic exploratibn
threat detection performance boundaries, as surnethri
by Schrag (2006). The PE Lab is schematized inrEid,
where square-cornered boxes represent artifactsydro
cornered boxes represent processes, and arrowsseepr
flow of artifacts. The threat detection component—
assumed to employ link discovery (LD) technologyd an

The summary in this section follows that of Scheayl
Takikawa (2006). It is included here for the sake
completeness.

Figure 2 exhibits some real-world motivation behthe
abstract, artificial world challenge problem domaire
have developed.



occur to be at all effective. Transactions appegaiim
incrementally presented, time-stamped evidence tlage
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% primary basis LD has for issuing alerts.
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Figure 2: Real-world motivation for challenge probem L nway- two-way-
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On the left-hand side of Figure 2, “Farmer Fredydu Sl ST SRty
fertilizer and fuel oil and transports thega truck to his
farm. He applies the fertilizer using his tractwhich Figure 4: Invocation relationships among event gemation
(along with his truck) burns the fuel oil. (Fredain honest, patterns
hard-working man.) On the right-hand side, “Derioi The challenge to LD is to identify and report threa

Dlan" aﬁqwfr]es the same resourlces tl’(Ut m|>r<]esbthemant cases—top-level objects with attributes and values
slurry that he transportsig rental truck) to the basement g, \marizing threat phenomena. The case typesdiaclu

of an office b_u_Hdmg. (Dan'is up to no gqod.) . threat actors (groups, individuals, and their akdsand

In t_h_e artificial world, capab|l|t|e_s_ (like farm_lngmd threat exploitation events. In the task to whicé kmit
demolition) and resources (like fertl_llze_zr_and fodl) are our attention here, LD should (if possible) issureadert
mapped to abstract elements that individuals ceassess before the consurﬁmating attack. LD is given infation
intrinsically or acquire. Infrastructure eleme(itke office about the underlying artificial world that is reley

Ibw!dmgs)/ arc(ej mapped dto | ‘targets” that 4 suppforthbot complete and about events (including transacticars)
“egmm_ate_ prc1)’ uctive an estructive modes of wse actors that is only partial and may be corrupted.
exploitation.” Non-threat and threat individuglike Fred

and Dan) each may belong to any of various groupsse

members collaborate in sub-group teams towarderdifit Hypothesis Scoring Methods
goals. Exploitations play out the general schefrigigure
3. Figure 5 depicts the generic scoring scheme thakesen

retrospective hypothesis scoring and that we atptoi in
alert scoring. We first compute scores for couasdal

1. Plan activity.

- metrics (precision, recall, and F-value), thendost-based
metrics (used in alert scoring).
2. Observe target. Dataset-level Dataset-level Per-case Cost-
Scores Metrics F+, F- Costs based
A 2 . g . d I
—'| 3. Acquire resources. | i:{.@@:ﬂgg:i:i: Pa;g‘ifr:s:s C:;:rlii‘;el — C;scilz‘s'el
A Count-

based I Dataset-level Dataset-level

> Case Pairing ataset-leve ataset-leve
renslge Metrics Scores

I

Case-level Scores
(Comparison Matrix)

*| 4. Apply capabilities & resources

Figure 3: Generic exploitation scheme

The exploitation scheme on the left-hand side gliFeé Reference Case-level Hypothesized
3 unfolds through several levels of task decompmosit Cases Metrics Cases
(illustrated in Figure 4), bottoming out in transans with Fiqure 5- Generic scoring scheme
record types indicated on the right-hand side gufé 3. g ' 9
In a threat exploitation, the final, consummatidrage—in In Figure 5, the reference cases are summariesuterhp
which capabilities and resources are (destructjvegbyplied from ground truth, the hypothesized cases are ft@n

to the target—defines the time by which alertingsimu  Case objects have significant structure, and wet v@n



credit LD when hypothesized cases approximatelycmat
reference cases. Match quality is determined bse ca
comparison. When a hypothesized case object'sesxis
has been inferred from lower-level evidence, wedrgide
which reference case to pair the hypothesized oitle w
only by comparing the hypothesized with all reldvan
reference cases—on the basis of their attributeegal We
store comparison results for the candidate paiesrimatrix.
With inexact matching, it also can be ambiguouscivtaf
the one-to-one mappings admitted by the candidaies p
should be selected, so we use an algorithm thamizets
dataset-level scores. Given these pairs, we cargudares
for count-based metrics based on the precisiomllreand
F-value metrics traditional in information retriévaJsing
the scores for count-based metrics and specifieegme
costs of F+ and F- reporting, we additionally cotepu
scores for cost-based metrics. In alert scorirguge the
“assessed cost” metric to discount these costsdbasea
hypothesized case’s quality, as follows.
 To the extent (corresponding to the factor (179)
that the hypothesis includes content beyond thatisof

paired reference case, we assess the associated F

cost.

* To the extent (corresponding to the factor (1%29)
that the hypothesis lacks content included in ésqul
reference case, we assess the associated F- cost.

The remainder of this section summarizes the cdacep
introduced above that are important in alert sagprin

Schrag and Takikawa (2006) provide a similar sungmar

and additional details. We include this informatibere

for the sake of completeness.
Figure 6 illustrates traditional precision and feca

(which presume exact matching between hypothesined

reference items).

Reference (R) Hypothesized (H) | RNH |
Recall(R)z ——
| R-H U RNH |
| RNH |
Precision (P)= ——
| RNH U H-R |

Figure 6: Traditional precision and recall

Traditionally, recallR is the number of valid hypotheses
divided by the number of detection targets (theuiregl
number of valid hypotheses). Precis®is the number of
valid hypotheses divided by the number of all hizeses.

Because a single metric to summarize the values of
recall and precision is frequently useful, tradiatly an
appeal is made to F-value2PR / (P + R)—the harmonic
mean of precision and recall. (When both precisiod
recall are zero, we define F-value as zero.)
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Figure 7: The F-value surface

As shown in Figure 7, F-value (also known as “Frsto
or “F-measure”) has the same extremes as a simplage
of precision and recall but discounts differencesseen

them more steeply (not as steeply as RiR)).

To accommodate inexact matching over structured cas
objects, we define object-oriented versions of igien,
recall, and F-value, as illustrated in Figure 8.

Attribute Reference case Hypothesized case

Group: Dan’s devils
Target:
Mode: Truckbomb ~.
P=1/2 p=1)3 Twalue=2(1/3"1/2)=2/6=2/5

1/3+1/2 5/6

Figure 8: Object-oriented count-based metrics

Of the three attribute values in the reference aafse
Figure 8, the hypothesized case agrees only fotattget
attribute, so the object-oriented recall scaReis 1/3. Of
the two attributes included in the hypothesis, oohe
agrees with the reference, so the object-orientedigion
score? is 1/2. The corresponding object-oriented F-galu
(F-eatue) is 2/5, as shown.

Case pairing determines which detector-hypothesized
case objects to pair with which ground-truth, refee
case objects—since this may not be obvious, astilited
in Figure 9.



# 1 2 3

Reference Group |__Dan’s devils Humbug Grousers
attacks Target |_Home offices Town bridge Play stadium
Mode | _Truck bomb HazMat spill Bio aerosol
Group |_Fred's friends Grousers Dan’s devils
Hypothesized  Target | 'Home offices || Town bridge || Home offices
attacks Mode — Truck bomb Bio aerosol
# A B C

Figure 9: Case pairing issue

In Figure 9, we have three reference and three replacement times.

Related Work

Related work appears to be limited. Others haatuated
event prediction where exact hypothesized-to-refeze
case matching is appropriate. Weiss and Hirsh §L99
specialize precision to discount temporally closdsd-
positive hypotheses. Létourneau, Famili, and Matwi
(1999) apply a nonmonotonic timeliness function to
determine rewards and penalties for true-positicetfalse-
positive predictions of appropriate aircraft comgon
Different metrics are certainly

hypothesized attack cases. (Reference Case 1 andappropriate in different contexts, and we believe t

Hypothesized Case A correspond to the pairing gbiféi
8.) Links appear in the bipartite graph betwedrremce
and hypothesized cases wherever these share anerer
attributes. Figure 10 illustrates how we performe-do-
one case pairing using a matrix over all possibieimgs.

Reference Reference Reference

# 1 2 3 1 2 3 1 2 3
5 A 0.00 | 0.00 0.00 | 0.00 0.00 | 0.00
N
B
c B
5]

S
T c 0.00 0.67 WK 0.00 O

Recall F-value

<1.00 = 0.80= 0:60

Figure 10: Case pairing matrix and metrics

Precision

< 0.20

In Figure 10, we compute per-pair object-oriented
precision, recall, and F-value (as in Figure 8hef we use
an optimization algorithm to select (red-circledairp
leading to the greatest average object-orientedal&rev
Figure 11 presents the corresponding matched versio
the bipartite case graph introduced in Figure 9.

# 1 2 3
Reference Group |_Dan's devils Humbug Grousers
attacks Target | _Home offices Town bridge Play stadium
Mode | _ Truck bomb HazMat spill Bio aerosol
Group |_Fred'’s friends Grousers Dan'’s devils
Hypothesized Target | -Home offices||. Town bridge || 'Home offices
attacks Mode — Truck bomb Bio aerosol
# A B C

Figure 11: Selected case pairs

The case pairing process additionally requiressptur
exhibit adequate match quality. A minimum F-value
threshold (Schrag and Takikawa, 2006) and any ase-c
type logical conditions (or “gates”) must be sabdfto
admit a pair to the comparison matrix. For an éven
hypothesis (even an alert) to be considered fatngaiwvith
a given reference case, a specified gate requiasthe
interval bounded by the hypothesized exploitativarg’s
start and end times must overlap with the corredipgn
interval for the reference case.

accommodation of inexactly matching hypothesized an
reference cases and attendant case pairing esga#s for
structured threat alert scoring that others have no
addressed.

The overall hypothesis evaluation framework of
Mahoneyet al. (2000) is close in spirit to our own. They
suggest some overall strategies for comparing
hypothesizedss. reference situation histories and note the
requirement for timeliness, without directly addiag
threat event prediction.

Alert Scoring

Methods for scoring alerts must address requiresnent
corresponding to the following practical questions.

Representation: How should alerts be represented?

Scoring basis: On what basis should alerts be scored?

Case pairing: How should alerts be paired with
reference cases for scoring?

Case comparison: How should the quality of match
between an alert and a paired reference case lbeteef in
scoring?

Timelinesss How should an alert’'s timeliness (or
tardiness) with respect to a paired reference dase
rewarded (or penalized)?

Supersession: When later alerts are designated to
supersede earlier ones (because LD has changgairiten
about the impending event) or when earlier-tendateds
have been retracted, which one(s) should be schozd?

Submission: Should LD submit alerts spontaneously or
only when solicited€g., at designated intervals)?

In the following two subsections, we describe,tfiis
(deemed-impractical) idealized approach and, second
some derivative practical variants, including theeo
currently implemented in PE Lab.

Idealized Alert Scoring

Our idealized approach addresses the alert scoring
requirements as follows.

Representation: Represent alerts  just like
retrospectively tendered hypotheses and just Bference
cases—as objects with attributes.

Scoring basis. Use cost-based scoring—specifically,
assessed cost, in which alerts that are pairedrefénence
cases incur F+ and F— costs discounted according to



object-oriented precision and recall, respectivelglerts
that are not paired with reference cases (or tteatade but
supersede a paired alert, as explained ufdeeliness
and supersession below) incur the full F+ cost. Ideally,
compute a cost at every simulation time point anth s
these costs to obtain LD’s alerting score for thdl f
dataset. Refer to the F+ cost, F— cost, and at&itveights
provided in the alert scoring specification.

Case pairing: At each simulation time point, compare
every active alert with every reference case thatbdegun.
An alert is considered to be “active” if LD has dened it
and has neither superseded nor retracted it. &t &me
point, select pairs for scoring using one-to-oneseca
pairing. (Any alert that remains unpaired—becaitse
didn’'t satisfy the gating temporal condition agaiasy
reference case or because other alerts matchext tiethe
reference cases—incurs the full F+ cost.) Thisvhea
usage of case pairing—the most computationally esipe
element of our hypothesis scoring approach—makes th
idealized approach impractical for datasets withnyna
attacks.

Case comparison: Compute match quality using the
same object-oriented count-based metrics we use for
retrospectively hypothesized cases.

Timeliness and supersession: An alert’s timeliness is
rewarded in that LD will incur lower costs by issgithe
warning about a given attack earlier. Because ve a
summing costs over all simulation time points, LOIw
receive a better cost-based score.

To be considered timely with respect to a given
reference case, an alert must have a time of tangder
falling within the “viable” (simulation) time winde
beginning with the reference case’s start time anding
when the first resource or capability is applieigjr{gying
the threat event's consummation in an attack). FSgere
12, in which alertA; and superseding aleft tendered at
times t; andt,, respectively, have object-oriented recall
scores#, and %, respectively. At each time point during
the reference case’s viable window, the F— compiboén
assessed cost (light-shaded area at the top ofd-itR)
discounts the specified (full) cost of F— reportibg an
amount (dark-shaded area at the bottom) correspgridi
the prevailing object-oriented recall.

Too early

/—/%

1

Alerting viable window

A

¥

Object-oriented recall

Alert time

Launch -

Consummation

Figure 12: Ideal alert scoring example

The F+ component of assessed cost similarly digsoun
the specified (full) cost of F+ reporting by an amb
corresponding to the prevailing object-orientedcisien.
This amounts to viewing an active alert's F+ cohtas
having cost that is constant as time progressesile\§uch
an assumption seems appropriate for F— contente sdra
hypothesis’ individual elements may in reality
accommodate an analyst's verification.  While this
verification activity might incur some cost, suobst also
might be limited to a bounded time period and thight
not necessarily be treated as constant over atisafal
time interval of “active” status. We leave a mdetailed
examination of time-dependent F+ costs to potefiiaire
work.

Figure 12 illustrates the basic scheme for timdéyta.
Early alerts must be spurious (so receive theHtillcost),
because LD couldn’t have detected the referencenteve
before it started. An alert that is late may nbekdss be
associated with a reference case, in one of tHewirlg
ways.

It may be paired with the reference case (presuming

their temporal intervals overlap). While we expect

such an alert to afford no opportunity to thwart an

attack, it may—if it precedes any other report ué t

attack in evidence—afford benefit toward mitigating

slow-acting €.g., biological) attack. We choose not to
treat such an alert as F+. At worst, its correcttent
may be “old news” that does not provoke significant
cost at the recipient's end. Its incorrect content
similarly may usually be adjudicated against oldveie
reports on the reference case without much cost.

It may not have been paired with any reference case

and yet have been designated by LD to supersede

another alert that has been paired with a reference
case. We appeal to the same rationale as above in
ignoring these reports.
By similar rationale, after a reference event's
consummation, we ignore the F+ content of any eiabl
alert that has been paired with it—even when theat has
not been superseded or retracted by LD before
consummation time.

Submission: LD may submit alerts at any (simulation)
time, with any frequency it chooses. As it advance
incrementally through time-stamped evidence, it tmus
examine only the events that are reported (witpeaesto
simulation time) either at or before its currenbgessing
time. Finer incremental processing time intervalay
incur greater overall processing time but also ratigrd
more opportunity to detect impending threat evearid
issue alerts sooner. Coarser intervals may ndt p
evidence regarding threat events until after theyehbeen
consummated—and so miss the opportunity for akgrtin

Requiring alerts at fixed simulation-time frequestci
would entail similar issues. Requiring alerts pédfied
simulation times €.g., near threat event consummations)
might engender gaming by LD.



Practical Alert Scoring

Our practical approach addresses the alert scoring
requirements as follows.

Practical case pairing and supersession: We finesse
alert case pairing by requiring that LD design&be,each
threat event hypotheses that it tenders retrogmdgtiany
of its previously tendered alerts that it belieeesresponds
to the same case. We score the full set of retaiely
tendered hypotheses first, resulting in a set sk gaairs
mapping the reference cases to retrospective hgpeth
Then, for alerts, we appeal to the same mappinghatoa
retrospective hypothesis and the alerts that LD has
designated as belonging to it are paired with thmes
reference case. Thus, we reuse an existing cdsagpa
rather than re-pairing afresh at each simulatiameti
point—and we avoid the expensive computation tlatc
pairing incurs.

For each reported alert, LD may designate supaosess
by another alert or by a retrospective hypotheisis, a
supersessiodhain, as illustrated in Figure 13.

‘ alert ‘<—{ alert ‘*—' retro |

‘ alert }<—{ alert }<—{ alert ‘

alert alert ‘ J alert ‘ J alert ‘
f | | | f

I retro |

Alert time

Figure 13: Alerts and retrospective hypotheses, whit
supersession relationships

To simplify scoring, LD may designate exactly one
earlier alert to directly supersede or be superseny
exactly one later alert or retrospective hypothesie
branching is allowed in supersession chains.
retrospective hypothesis need not supersede arty afel
an alert need not be ultimately superseded by a
retrospective hypothesis. We score an alert agains
reference case only when the alert is ultimatepesseded
by a retrospective hypothesis to which the refezecese
has been paired. See Figure 14.

‘ alert "—{ alert "—| retro | a
[

A

‘ alert }-—{ alert }-—{ alert ‘

‘ alert "—{ alert } J‘ alert } J‘ alert }

I retro |---- d

Alert time

Figure 14: Alerts, retrospective hypotheses, and ference
cases, with supersession and pairing relationships

In Figure 14, two retrospectively hypothesized sase
have been paired with reference cases. Only onheof
paired retrospective cases (in Row d) heads art aler
supersession chain, so only the alerts in thisnchrll
have the opportunity to match a reference caseain€h

(like those in Row c) not headed by retrospective
hypotheses remain unpaired, so are assessed the+ful
cost. Chains (like those in Row a) headed by a
retrospective hypotheses that is not paired witbference
case also are assessed the full F+ cost (becagse th
pairing—or, here, non-pairing—against retrospedyive
hypothesized cases prevails).

Switching to this practical approach to case pgidand
supersession would suffice to make the (otherwise-)
idealized approach practical. Our approach agtuall
implemented in the PE Lab also differs from thealthed
approach in the following additional ways that we
comment on (with benefit of hindsight).

Implemented cost basis. Rather than scoring at every
time point, we score each tendered alert at mosg,oas
explained below. Compared to the idealized mettioel,
implemented method returns an overall cost thaovier
by roughly the factor of a threat exploitation eten
duration (in time points).

I mplemented timeliness: We discount the F— component
of the latest timely alert's cost-based score tware
timeliness. As discussed further below, to be most
consistent with the idealized approach, we alsailsh(but
do not in our current implementation) discount Erecost
component topenalize timeliness. (Per the idealized
approach, we should consider an alert's F+ spurious
undesirable content to have a deleterious effettparsists
until consummation.)

The timeliness reward function (provided in thergap
specification for alerts) is called when the aleporting
time falls during the viable window and returnsaue in
the range [0, 1], as illustrated in Figure 15. W&uss its
use undefmplemented supersession, below.

Alerting viable window

-

Timeliness

Alert time

Launch

Consummation '-----------

Figure 15: Timeliness for an alert paired with a gien
reference case

Implemented supersession: With respect to the
reference case, a paired retrospective hypothesis’
supersession chain—which may be empty (as in Ro# b
Figure 14) or contain alerts (as in Row d)—will iempond
to one of the eight situations illustrated in Figd6.
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6 alert(s) : alert(s) : -
7 aler(s) alert(s) ' alert(s)

Consummation

Figure 16: Possible relationships of alerts to refence cases

Our implementation handles the situations illustdain

Figure 16 as follows.

If the retrospective hypothesis supersedes no alert
(Situation 0, corresponding to Row b in Figure 14),
assess the full prospective F— cost. No alert was
issued for this reference case.

If there exist alerts superseded by a retrospdgtive

hypothesized case and all are late (Situationsbess

no cost. As in the idealized approach, we consider

these alerts to pertain to “old news.”

If at least one alert is too early (Situations 4-agsess

the full prospective F+ cost. The implementation

takes the (strongly conservative) view that anytale
designated to supersede (perhaps indirectly) dmg,ear
spurious alert must itself be spurious. We have
omitted this view from our idealized approach. To
relax it in the implementation, and thus make the
implementation more consistent with the idealized
approach, we would address Situations 6 and 7 by
assessing the full F+ cost for early alerts (in‘theo

early” column on the left-hand side of Figure 1@} b

score the timely alerts (“Alerting viable window”

column) and late alerts (“Late” column) the same/ wa

as in Situations 2 and 3.

If the earliest alert is timely (Situations 2 and &ore

the latest timely alert, as follows.

1. Determine object-oriented recal? and object-
oriented precision” by comparing this alert to
the reference case.

2. Determine the alert’s timelineds,

3. Assess for this alert the specified F- cost
multiplied by the factor 1 =2 * (1 - t), as
illustrated in Figure 17. An alert with perfect
timeliness and perfect recall will incur no F— cost
Otherwise, F— cost will be discounted by the
fraction of the graph’s area corresponding to the
lower-right, solid-shaded area. Considering just
the scored alert (ignoring earlier timely alerts fo
this reference case), the linear function depiated
Figure 15 effectively integrates the constant per-
time point F— costs from our idealized approach.

Alerting viable window

AL

R

2*(1-t)

Object-oriented recall

o

Launch = 0

Alert > t

Timeliness

Consummation > 1

Figure 17: F— cost discounting for the latest timgl alert

4. Assess for this alert the prospective F+ cost
discounted by the factor 1 £ This step of our
implementation thus includes no consideration of
timeliness. Per our discussion of alert F+ casts i
the idealized approach, the implementation should
assess a penalty proportional to the alert's
earliness—e.,, multiply the specified F+ cost by
the factor 1 — * t), as illustrated in Figure 18.
LD can avoid this penalty by alerting either late o
with no F+ content. With the penalty, considering
just the scored alert, the linear timeliness florcti
effectively integrates our idealized constant per-
time point F+ costs. The implemented approach
thus assesses a timeliness penalty that is
excessive, in that it does not penalize less F+
content reported later.

Alerting viable window

AL

Object-oriented precision

Timeliness

Launch> 0
Alert > t

Consummation - 1

Figure 18: F+ cost discounting for the latest timel alert

Given the implementation’s scoring of only the &ite

timely alert, it is to LD’s advantage to superseatealert
only when it expects lower overall cost—becausbaiter
object-oriented precision and/or recall. In higiisj this
causes our evaluation to conflate two separateepsas of
threat decision aiding—threat detection (LD) aneértal
presentation management—illustrated in Figure ((9ote
that in the foregoing we have—perhaps somewhat
loosely—used the term “alert” to refer to any precively



tendered threat event hypothesis, independentetision
whether to present it to a user.)

== 8

Figure 19: Threat decision aiding processes and pdoicts

The idealized approach scores LD’s hypotheses
independent of its alert presentation decisions. wBuld
our (as-yet-unimplemented) practical departure with
respect to just case pairing and supersessiorafthmach
variant with which we opened this section).

Prospectively
Hypothesized
Cases

Presented
Alerts

Alternative Approach

In the Hats simulator by Morrisogt al. (2005), an agent
with threat detection capability acts as a playeyipg a
game. (The PE lab’s dataset generator uses ditiatti
world abstraction style inspired by that of HatRather
than submitting prospective event hypotheses t&len
our terminology), players interdict suspected thiaors
before they can inflict any damage. Performance is
determined by the game’s final score (accountingafoy
damage, false arrest, and information costs indirre
Thus, Hats-based performance evaluation holisgicall
considers both the processes included in Figurgaber
than evaluating threat detection (LD) separatel@ur
contrasting orientation has led us to invent thesent alert
scoring methods.

Figure 20: Automated threat management processes dn
products

Conclusion

Threat detection research programs provide unique
opportunities to develop and address challenge lgmtbh
and associated evaluation metrics. It has been our
privilege to work with members of the research camity

in defining and refining PE Lab alert scoring metsio We
expect that the developed methods may be appli¢gd wi
benefit in other alerting performance evaluationteats.
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